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Abstract: Intuitionistic Fuzzy Sets (IFS) are convenient ways to represent the 

vagueness and uncertainty inherent in any dataset. There are many uses of 

these. One such use is the Fuzzy C-Means (FCM) algorithm, which clusters 

the data objects into a pre-assigned (c) number of fuzzy clusters, which has 
been adopted in many fields, namely, pattern classification, anomaly 

detection, fraud identification, etc. One of the important applications is 

finding anomalies in Internet of Things (IoT) data. IoT is made up of a vast 

network of digital devices that are constantly producing enormous amounts 

of data and performing live calculations. Owing to their high susceptibility to 

the Internet, IoT nodes frequently face issues from illegitimate access, such 

as intrusions, anomalies, and fraud. Detecting such anomalies in the IoT 

domain might be a fascinating research challenge. In this article, we propose 

to develop and evaluate Intuitionistic Fuzzy Clustering (IFC) and Interval-

Valued Intuitionistic Fuzzy Clustering (IVIFC) methods for the detection of 

IoT anomalies by extending the widely acknowledged FCM algorithm and 

establishing their efficacies through complexity analysis, experimental 
studies, and comparative analysis. 
 
Keywords: Anomaly Detection, Distance Function, FCM, Fuzzy Clustering 

Method, Correlation Coefficient, Interval Valued Intuitionistic Fuzzy Sets, 

Intuitionistic Fuzzy Sets 
 

Introduction 

Anomaly detection in the IoT domain has turned out 

to be an increasingly vital aspect of cybersecurity due to 

the increase in frequent illegitimate accesses or attacks 

(Alsaedi et al., 2020). As more people are using IoT 

devices, there is a huge growth in data generation, which 

makes attackers more interested in using these devices. 

Consequently, information security, and in particular 

anomaly detection, is becoming more and more important 

as the attraction of IoT devices grows. Finding anomalies 

in IoT data has a broad spectrum of real-world uses, 

including fault finding, fraud protection, pre-emptive 

maintenance, and monitoring. Therefore, in situations 

where reliable responses are lacking, anomaly detection 

can offer useful information. In order to address the IoT 

anomaly, trustworthy solutions to the issues are presented. 
IoT refers to interlinked smart gadgets with 

computing and networking capabilities implanted within 

the object to perform various tasks (Sethi and Sarangi, 

2017). Improving and personalizing the user's 

interactions and experiences with a range of applications 

is the main objective of IoT. Significant technological 

breakthroughs are made possible by IoT in a variety of 

industries, such as retail, health and fitness, smart cities, 

logistics, traffic, and agriculture. IoT is often regarded 

as a global infrastructure that, building upon existing 

frameworks, architectures, and earlier generations of IoT 

devices, enables seamless connectivity between the 

cyber and physical worlds (Sethi and Sarangi, 2017). IoT 

devices have become an integral part of our everyday 

lives nowadays. They have been extensively used in 
various domains such as agriculture (Kopawar Atul and 

Gajanan Wankhede, 2024) including precision farming, 

livestock management, smart irrigation systems, and 

smart farming; healthcare (Atadoga et al., 2024) such as 

virtual health monitoring, heart rate monitoring, 

depression monitoring, mood monitoring, ingestible 

sensors, and robotic surgery; and education (Dake Kwasi 

et al., 2023) including distance learning, attendance 

automation and monitoring, smart boards, smart classes, 

augmented reality, automated student tracking, and 
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personalized and adaptive learning. IoT devices are also 

used in other areas (Masmali et al., 2023), such as IoT-

enabled cities, home management, logistics, production, 

and supply network management. Due to their reliance 

on communications and Internet technology, IoT devices 
are vulnerable to malicious activities and therefore 

require a comprehensive approach to safeguard against 

malicious users and intruders. 

There are a couple of approaches proposed for the 
aforesaid problem, and one such method is clustering-
based IoT anomaly detection (Teh et al., 2021; Ren et 

al., 2009). Clustering has been widely accepted as a 
process to identify the patterns and distribution of data 
(Mazarbhuiya and Abulaish, 2012; Shenify and 
Mazarbhuiya, 2023), and anomaly detection has made 
extensive use of it. Mazarbhuiya et al. (2019) proposed 
a hierarchical agglomerative approach for network data 
anomaly detection. A partitioning and hierarchical-
based hybrid approach was presented by Mazarbhuiya et 
al. (2020) for the mixed data anomaly detection. 
Similarly, another hybrid approach using a density-
based rough set technique was presented in Mazarbhuiya 
and Shenify (2023a) for the multi-dimensional IoT 

anomaly detection. A two-phased method consisting of 
both hierarchical partitioning strategies was proposed in 
Mazarbhuiya and Shenify (2023), which took into 
account the temporal features of the datasets for the 
detection of real-time anomalies. Similar works were 
presented by Mazarbhuiya and Shenify (2023c-d); 
Alguliyev et al. (2017); Hahsler et al. (2019); Song et al. 
(2017); Alghawli (2022); Younas (2020); Thudumu et 
al. (2020); Habeeb et al. (2019); Wang et al. (2022); 
Halstead et al. (2023); Zhao et al. (2019); Chenaghlou et 
al. (2018); Firoozjaei et al. (2022). Mazarbhuiya (2023) 
discussed the internal threat, which creates major issues 

for the cybersecurity of process control systems. An 
online technique for detecting anomalies based on 
random forests was presented by Chen et al. (2022). 
Zhao et al. (2018) proposed a detailed review of IoT 
anomaly detection techniques. 

Most of the previously suggested algorithms have 

certain drawbacks. For example, very few are good at 

detecting anomalies in IoT data. However, most of the 

drawbacks can be addressed by incorporating fuzziness 
in the clustering methods for the following fundamental 

reasons. First of all, fuzzy clustering facilitates 

overlapping clusters that are helpful in handling datasets 

with overlapping class borders, complex structure, or 

ambiguity. Secondly, owing to the gradual nature of the 

transition between the clusters, they are more resilient to 

noise and anomalies. Thirdly, fuzzy clustering provides 

a more complex perspective on the structure of the data 

by allowing a comprehensive representation of the link 

between the data objects and clusters. Samara et al. 

(2022) presented a novel approach, which increases 

intrusion detection accuracy by utilizing Mahalanobis 

distance. Wang et al. (2021) introduced an FCM 

approach for intrusion detection in network data, 

employing principal component analysis to detect the 

most significant discriminative characteristics. Similar 

studies were conducted by Harish and Kumar (2017); 
Gustafson and Kessel (1978); Haldar et al. (2017); Zhao 

et al. (2015); Ghorbani (2019). 

Shenify et al. (2024) presented the idea of 

Intuitionistic Fuzzy Sets (IFS) by associating each 

element with its membership and non-membership. 

Occasionally, it is impossible to define exactly the 

membership grade and non-membership grade of an 

element; rather, the value ranges or intervals can be 

given. Such IFSs are referred to as Interval-Valued 

Intuitionistic Fuzzy Sets (IVIFS). Atanassov (1983), 

whose elements' membership and non-membership are 
intervals instead of numbers. The IFS and IVIFS are 

found to be more useful than conventional fuzzy sets to 

handle uncertainty, imprecision, and vagueness. Using 

the concept of hierarchical clustering and the IFS 

averaging operator in Atanassov and Gargov (1989), a 

new IFS clustering algorithm was introduced. Xu (2009) 

introduced IFCM for IFS clustering, which is based on 

FCM and the basic distance measures on IFSs (Szmidt 

and Kacprzyk, 2000; Xu and Wu, 2010). Xu (2007) 

presented Intuitionistic fuzzy hierarchical clustering 

algorithms an approach using rough set theory and IFSs 

for network data anomaly detection. They introduced an 

-relation derived from the correlation coefficient of IFS 
to construct intuitionistic fuzzy rules. Mazarbhuiya and 

Shenify (2023b) proposed a distance-based clustering 

approach derived from the application of IFS to the 

possibilistic FCM algorithm. 

With the quick propagation of IoT devices across 

various spheres such as healthcare, agriculture, and smart 

cities, the complexity and volume of data being produced 

have increased substantially, making the IoT systems 

more vulnerable to cyberattacks and anomalies. 

Traditional anomaly detection methods discussed here 

often fall short in addressing the uncertainty, vagueness, 
imprecision, ambiguity, etc., inherent in IoT data. To 

address this, the paper explores intuitionistic fuzzy and 

interval-valued intuitionistic fuzzy clustering approaches, 

which provide a more nuanced and robust mechanism for 

anomalies by integrating membership, non-membership, 

and hesitancy. The proposed methods aim to enhance the 

reliability and accuracy of anomaly detection in IoT 

environments. The proposed algorithms used the 

correlation coefficient (Xuan Thao, 2018) as a metric to 

determine clusters. 

Then the paper's objective is described as follows: 

 

 First, the correlation coefficient is defined in terms of 

the covariance and the mean expressed using the 

membership and non-membership 
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 Secondly, using the aforesaid metric, two fuzzy 

approaches, namely the IFCM and the IVIFCM 

clustering algorithms, are introduced for the 

generation of clusters 

 Finally, a comparative assessment is carried out with 

the conventional FCM to determine the efficacy of 

the suggested approaches 

 

The time complexities of the algorithms are also 
computed. Then, using MATLAB and the KDDCup'99 

(UCI, 1999) and Smartphone (Irfan et al., 2018) 

datasets, the suggested methods are evaluated, and 

comparisons are performed. The results convincingly 

show that IFCM and IVIFCM are more effective than 

FCM, and the IVIFCM algorithm is found to be the 

best-performing. 

Problem Statement 

The following section presents key concepts and 
definitions employed in this article. 

Definition 2.1 Fuzzy Set (Zadeh, 1978) 

As defined in Zadeh (1978), a fuzzy set A on a 

universe of discourse X = {x1, x2,… xn} is given by: 

 

A={(xi, 𝜇𝐴(𝑥𝑖)); 𝜇𝐴(𝑥𝑖)[0, 1], 𝑥𝑖𝑋} (1) 

 

Here 𝜇𝐴: 𝑋[0, 1] gives the membership value of 

each element of 𝑋 in A. Also,  0 < 𝜇𝐴(𝑥𝑖) < 1 is the 

partial belongingness of 𝑥𝑖 in A. In this article, an 

attempt is made to establish the role of 𝜇 in determining 

how the IoT data instances belong to a cluster. It helps 

us to assign IoT data instances to the cluster with a 

higher membership grade, indicating the level of 

association. 

Definition 2.2 Intuitionistic Fuzzy Set (Atanassov 

and Gargov, 1989) 

Atanassov and Gargov (1989) defined an Intuitionistic 

Fuzzy Set (IFS) A on X as: 

 

A = {(𝑥𝑖; 𝜇𝐴(𝑥𝑖), 𝜈𝐴(𝑥𝑖)); 𝑥𝑖𝑋}  (2) 

 

Where 𝜇𝐴: 𝑋[0, 1] and 𝐴: 𝑋[0, 1] are the 

membership and non-membership functions of A, 

respectively, subject to the constraint 0 ≤𝜇𝐴(𝑥𝑖) + 

𝜈𝐴(𝑥𝑖)≤ 1 ∀ 𝑥𝑖𝑋. Here, 𝐴 denotes non-membership 

degree quantifying the extent to which an element does 

not belong to the set. The idea of an independent non-

membership parameter was introduced by Atanassov 

and Gargov (1989) by extending Zadeh (1978) 
classical notion: 𝐴(𝑥𝑖) = 1 − 𝜇𝐴(𝑥𝑖) ⇒ 𝜇𝐴(𝑥𝑖) +

𝐴(𝑥𝑖) = 1∀ 𝑥𝑖𝑋. Atanassov and Gargov (1989) 

extended the aforesaid equality with the inequality, 

𝜇𝐴(𝑥𝑖) + 𝐴(𝑥𝑖) ≤ 1, and the resulting set is referred to 

as IFS. By taking into account the data instances that 

are minimally either included in a cluster or not 

included, 𝜈 plays a significant part in the clustering 

method of IoT data instances. It offers versatility in 

simulating a scenario in which we are unsure about 

membership or non-membership. It complements the 

membership value by capturing, either strongly or 

weakly, how a data instance might be removed from a 

cluster. It helps in anomaly detection by improving the 

clustering technique's capacity to manage the noise. 

The fundamental requirement of IFS (Atanassov and 

Gargov, 1989) is the inequality 0 ≤ 𝜇(𝑥) + 𝜈(𝑥) ≤ 1 

that allows an additional degree of uncertainty known 

as hesitation. Thus, Atanassov’s IFS (Atanassov and 

Gargov, 1989) model is found to be more expressive 

than Zadeh (1978) model. 

In IFS (Atanassov and Gargov, 1989), besides 

membership and non-membership values, another 

component is allowed, which is known as hesitation, 

thus providing a more thorough depiction of 

uncertainty associated with many real-life problems. 

Zadeh (1978) fuzzy sets and crisp sets could not 

conveniently characterize IoT models, as they 

produced inconsistent, incomplete, ambiguous, vague, 

and uncertain data. The IFS (Zadeh, 1978) model can 

accomplish that commendably.  

In order to effortlessly depict IoT uncertainty and 

vagueness caused by malfunction, imprecise data, errors 

caused by communication technology, interference due to 

intermediary media, anomalies, and noises, the IFS is 

evolved. 

Definition 2.3 

For an IFS A defined over X, if 𝜉𝐴(𝑥𝑖) = 1 − 𝜇𝐴(𝑥𝑖) −
𝜈𝐴(𝑥𝑖) ∀𝑥𝑖𝜖𝑋, then 𝜉𝐴(𝑥𝑖) is known as a hesitation 

function representing the level of hesitation of 𝑥𝑖 in A such 

that 0 ≤ 𝜉𝐴(𝑥𝑖) ≤ 1. It represents the amount of 

hesitation in classifying 𝑥𝑖. 

If 𝜉𝐴(𝑥𝑖) = 0  ∀𝑥𝑖𝜖𝑋, then 𝜈𝐴(𝑥𝑖) = 1 − 𝜇𝐴(𝑥𝑖), and 

the IFS A takes the form of a fuzzy set (Zadeh., 1978). 
Furthermore, if 𝜉𝐴(𝑥𝑖) = 0 = 𝜈𝐴(𝑥𝑖) ∀𝑥𝑖𝜖𝑋 , then A 

becomes a crisp set.  

Definition 2.4 Correlation Coefficient Between Two 

IFSs 

Let us take two IFSs, A={(xi; (𝜇𝐴(𝑥𝑖), 𝜈𝐴(𝑥𝑖)), xiX} 

and B={(xi; (𝜇𝐵(𝑥𝑖), 𝜈𝐵(𝑥𝑖)), xiX}, over X={x1, 

x2,…xn}, where each A and B are represented by 

respective membership and non-membership functions 

𝜇𝐴, 𝜇𝐴: 𝑋 → [0, 1], 𝜈𝐵 , 𝜈𝐵 : 𝑋 → [0, 1]. Also, let 𝐴(𝑥𝑖) =
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𝜇𝐴(𝑥𝑖)-𝜈𝐴(𝑥𝑖) and 𝐵(𝑥𝑖) = 𝜇𝐵(𝑥𝑖)-𝜈𝐵(𝑥𝑖); xiX. 

According to Xuan Thao (2018), the correlation 

coefficient between A and B is expressed mathematically 

as: 

 

(𝐴, 𝐵) =
𝑐𝑜𝑣(𝐴,𝐵)

√𝑐𝑜𝑣(𝐴,𝐴).𝑐𝑜𝑣(𝐵,𝐵)
  (3) 

 

where 
∑ (

(𝐴(𝑥𝑖)−𝐴(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)𝑛

𝑖=1 .(
(𝐵(𝑥𝑖)−𝐵(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

𝑛−1
= covariance of A and B, (4) 

 

𝑐𝑜𝑣(𝐴, 𝐴) =

∑ (
(𝐴(𝑥𝑖)−𝐴(𝑥𝑖))̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)2

𝑛

𝑖=1

𝑛−1
 = covariance of A. (5) 

 

And: 

 

𝑐𝑜𝑣(𝐵, 𝐵) =

∑ (
(𝐵(𝑥𝑖)−𝐵(𝑥𝑖)̅̅ ̅̅ ̅̅ ̅̅ ̅̅ )

2
)

2𝑛

𝑖=1

𝑛−1
=.covariance of B (6) 

 

Mean (A) =𝐴(𝑥)̅̅ ̅̅ ̅̅ ̅ =
∑ 𝐴(𝑥𝑖)𝑛

𝑖=1

𝑛
=

∑ (𝐴
(𝑥𝑖)−𝐴(𝑥𝑖)𝑛

𝑖=1 )

𝑛
  (7) 

 

Mean (B) =𝐵(𝑥)̅̅ ̅̅ ̅̅ ̅̅ =
∑ 𝐵(𝑥𝑖)𝑛

𝑖=1

𝑛
=

∑ (𝐵
(𝑥𝑖)−𝐵(𝑥𝑖)𝑛

𝑖=1 )

𝑛
 (8) 

 

Using (4), (5), and (6), (3) can be expressed as: 

 

  (𝐴, 𝐵) =

∑ (
(𝐴(𝑥𝑖)−𝐴(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)𝑛

𝑖=1 .(
(𝐵(𝑥𝑖)−𝐵(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

𝑛−1

√∑ (
(𝐴(𝑥𝑖)−𝐴(𝑥𝑖))̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2
𝑛

𝑖=1
𝑛−1

.

∑ (
(𝐵(𝑥𝑖)−𝐵(𝑥𝑖))̅̅ ̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2
𝑛

𝑖=1
𝑛−1

 

            = 
∑ (𝐴(𝑥𝑖)−

𝑛

𝑖=1
𝐴(𝑥𝑖)̅̅ ̅̅ ̅̅ ̅̅ ̅)(𝐵(𝑥𝑖)−𝐵(𝑥)̅̅ ̅̅ ̅̅ ̅̅ )

√∑ (𝐴(𝑥𝑖)−𝐴(𝑥𝑖)̅̅ ̅̅ ̅̅ ̅̅ ̅)
2𝑛

𝑖=1
.∑ (𝐵(𝑥𝑖)−𝐵(𝑥𝑖)̅̅ ̅̅ ̅̅ ̅̅ ̅)

2𝑛

𝑖=1

 (9) 

 

Theorem 1. If A = {(xi, 𝜇𝐴(xi), 𝜈𝐴(xi)); xiX} and B = 

{( xi; 𝜇𝐵(xi), 𝜈𝐵 (xi)); xiX} are two IFSs, then −1 ≤
(𝐴, 𝐵) ≤ 1. 

Definition 2.5 Inter-Valued Intuitionistic Fuzzy Set 

(Atanassov and Gargov, 1989) 

Atanassov and Gargov (1989) defined an interval-

valued intuitionistic fuzzy set (IVIFS) A over X={x1, 

x2,…xn} as: 

 

A = {(𝑥𝑖; 𝜇̅𝐴(𝑥𝑖), 𝜈̅𝐴(𝑥𝑖)); 𝑥𝑖𝑋} (10) 

 

Here the membership 𝜇̅𝐴(𝑥𝑖) = [𝜇̅𝐴
𝐿 (𝑥𝑖), 𝜇̅𝐴

𝑈(𝑥𝑖)] ⊂
[0, 1] and the non-membership 𝜈̅𝐴(𝑥𝑖) =
[𝜈̅𝐴

𝐿(𝑥𝑖), 𝜈̅𝐴
𝑈(𝑥𝑖)] ⊂ [0, 1] are interval-valued functions, 

and 𝜇̅𝐴
𝐿 (𝑥𝑖) = 𝑖𝑛𝑓𝜇̅𝐴(𝑥𝑖), 𝜇̅𝐴

𝑈(𝑥) = 𝑠𝑢𝑝𝜇̅𝐴(𝑥𝑖), 𝜈̅𝐴
𝐿(𝑥𝑖) =

𝑖𝑛𝑓𝜈̅𝐴(𝑥𝑖), 𝜈̅𝐴
𝑈(𝑥) = 𝑠𝑢𝑝𝜈̅𝐴(𝑥𝑖), satisfying the conditions 

𝜇̅𝐴
𝐿 (𝑥) + 𝜈̅𝐴

𝐿(𝑥) ≥ 0 and 𝜇̅𝐴
𝑈(𝑥) + 𝜈̅𝐴

𝑈(𝑥) ≤ 1 for 𝑥𝑖 𝑋. If 

𝜇̅𝐴
𝐿 (𝑥𝑖) = 𝜇̅𝐴

𝑈(𝑥𝑖) and 𝜈̅𝐴
𝐿(𝑥𝑖) = 𝜈̅𝐴

𝑈(𝑥𝑖), then IVIFS 

becomes IFS. 

Definition 2.6 Correlation Coefficient Between Two 

IVIFSs 

Let us take two IVIFSs, A = {(𝑥𝑖; 𝜇̅𝐴(𝑥𝑖), 
𝜈̅𝐴(𝑥𝑖));  𝑥𝑖𝑋}, and B = {(𝑥𝑖; 𝜇̅𝐵(𝑥𝑖), 𝜈̅𝐵 (𝑥𝑖));  𝑥𝑖𝑋} 

over X = {x1, x2,…xn} as defined in the Definition 2.5. 

Also, let 𝜆̅𝐴(𝑥𝑖) = 𝜇̅𝐴(𝑥𝑖) − 𝜈̅𝐴(𝑥𝑖) = [𝜇̅𝐴
𝐿 (𝑥𝑖), 𝜇̅𝐴

𝑈(𝑥𝑖)] −
[𝜈̅𝐴

𝐿(𝑥𝑖), 𝜈̅𝐴
𝑈(𝑥𝑖)] = [𝜇̅𝐴

𝐿 (𝑥𝑖) − 𝜈̅𝐴
𝑈(𝑥𝑖), 𝜇̅𝐴

𝑈(𝑥𝑖) −
𝜈̅𝐴

𝐿(𝑥𝑖)] = [𝜆̅𝐴
𝐿 (𝑥𝑖), 𝜆̅𝐴

𝑈(𝑥𝑖)], 𝜆̅𝐵(𝑥𝑖) = 𝜇̅𝐵(𝑥𝑖) − 𝜈̅𝐵(𝑥𝑖) =
[𝜇̅𝐵

𝐿 (𝑥𝑖), 𝜇̅𝐵
𝑈(𝑥𝑖)] − [𝜈̅𝐵

𝐿(𝑥𝑖), 𝜈̅𝐵
𝑈(𝑥𝑖)] = [𝜇̅𝐵

𝐿 (𝑥𝑖) −
𝜈̅𝐵

𝑈(𝑥𝑖), 𝜇̅𝐵
𝑈(𝑥𝑖) − 𝜈̅𝐵

𝐿 (𝑥𝑖)] = [𝜆̅𝐵
𝐿 (𝑥𝑖), 𝜆̅𝐵

𝑈(𝑥𝑖)] ; xiX. 

Then, the correlation coefficient (Xuan Thao, 2018) of A 

and B is given by: 

 

(𝐴, 𝐵) =
𝑐𝑜𝑣(𝐴,𝐵)

√𝑐𝑜𝑣(𝐴,𝐴).𝑐𝑜𝑣(𝐵,𝐵)
  (11) 

 
Where: 

 

𝑐𝑜𝑣(𝐴, 𝐵) =

∑ (
𝜆̅𝐴

𝐿 (𝑥𝑖)−𝜆̅𝐴
𝐿 (𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐴
𝑈(𝑥𝑖)−𝜆̅𝐴

𝑈(𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐵
𝐿 (𝑥𝑖)−𝜆̅𝐵

𝐿 (𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐵
𝑈(𝑥𝑖)−𝜆̅𝐵

𝑈(𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)𝑛

𝑖=1

(𝑛−1)
  (12) 

 
Is the covariance of IVIFSs A and B:  

 
𝑐𝑜𝑣(𝐴, 𝐴) =

∑ (
𝜆̅𝐴

𝐿 (𝑥𝑖)−𝜆̅𝐴
𝐿 (𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐴
𝑈(𝑥𝑖)−𝜆̅𝐴

𝑈(𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐴
𝐿 (𝑥𝑖)−𝜆̅𝐴

𝐿 (𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
).(

𝜆̅𝐴
𝑈(𝑥𝑖)−𝜆̅𝐴

𝑈(𝑥)
̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

𝑛

𝑖=1

𝑛−1
=

∑ (
𝜆̅𝐴

𝐿 (𝑥𝑖)−𝜆̅𝐴
𝐿 (𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2

.(
𝜆̅𝐴

𝑈(𝑥𝑖)−𝜆̅𝐴
𝑈(𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2
𝑛

𝑖=1

𝑛−1
 is the covariance of the IVIFS 

A (13) 
 

And: 

 

𝑐𝑜𝑣(𝐵, 𝐵) =

∑ (
𝜆̅𝐵

𝐿 (𝑥𝑖)−𝜆̅𝐵
𝐿 (𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2

.(
𝜆̅𝐵

𝑈(𝑥𝑖)−𝜆̅𝐵
𝑈(𝑥)

̅̅ ̅̅ ̅̅ ̅̅ ̅

2
)

2
𝑛

𝑖=1

𝑛−1
 is the 

covariance of the IVIFS B (14) 

 

Mean (A) = [𝜆̅𝐴
𝐿(𝑥)̅̅ ̅̅ ̅̅ ̅, 𝜆̅𝐴

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ] = [
∑ 𝜆𝐴

𝐿 (𝑥𝑖)𝑛
𝑖=1

𝑛
,

∑ 𝜆𝐴
𝑈(𝑥𝑖)𝑛

𝑖=1

𝑛
] 

 

  = [
∑ (𝜇̅𝐴

𝐿 (𝑥𝑖)−𝜈𝐴
𝑈(𝑥𝑖)𝑛

𝑖=1 )

𝑛
,

∑ (𝜇̅𝐴
𝑈(𝑥𝑖)−𝜈̅𝐴

𝐿(𝑥𝑖))𝑛
𝑖=1

𝑛
] (15) 

 

Mean (B) = [𝜆̅𝐵
𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅ , 𝜆̅𝐵

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ ] = [
∑ 𝜆𝐵

𝐿 (𝑥𝑖)𝑛
𝑖=1

𝑛
,

∑ 𝜆𝐵
𝑈(𝑥𝑖)𝑛

𝑖=1

𝑛
] 

 = [
∑ (𝜇̅𝐵

𝐿 (𝑥𝑖)−𝜈̅𝐵
𝑈(𝑥𝑖)𝑛

𝑖=1 )

𝑛
,

∑ (𝜇̅𝐵
𝑈(𝑥𝑖)−𝜈̅𝐵

𝐿 (𝑥𝑖))𝑛
𝑖=1

𝑛
] (16) 

 

Using (13), (14), and (15), (12) becomes: 
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(𝐴, 𝐵) =

∑ (
𝜆̅𝐴

𝐿 (𝑥𝑖) − 𝜆̅𝐴
𝐿(𝑥)̅̅ ̅̅ ̅̅ ̅

2 ) . (
𝜆̅𝐴

𝑈(𝑥𝑖) − 𝜆̅𝐴
𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 ) . (
𝜆̅𝐵

𝐿 (𝑥𝑖) − 𝜆̅𝐵
𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 ) . (
𝜆̅𝐵

𝑈(𝑥𝑖) − 𝜆̅𝐵
𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 )𝑛
𝑖=1

𝑛 − 1

√∑ (
𝜆̅𝐴

𝐿(𝑥𝑖) − 𝜆̅𝐴
𝐿(𝑥)̅̅ ̅̅ ̅̅ ̅

2 )

2

. (
𝜆̅𝐴

𝑈(𝑥𝑖) − 𝜆̅𝐴
𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 )

2
𝑛

𝑖=1
𝑛 − 1 .

∑ (
𝜆̅𝐵

𝐿 (𝑥𝑖) − 𝜆̅𝐵
𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 )

2

. (
𝜆̅𝐵

𝑈(𝑥𝑖) − 𝜆̅𝐵
𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅

2 )

2
𝑛

𝑖=1
𝑛 − 1

 

                          = 
∑ (𝜆𝐴

𝐿 (𝑥𝑖)−𝜆̅𝐴
𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅ )𝑛

𝑖=1 (𝜆𝐴
𝑈(𝑥𝑖)−𝜆𝐴

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ )(𝜆𝐵
𝐿 (𝑥𝑖)−𝜆̅𝐵

𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅ )(𝜆𝐵
𝑈(𝑥𝑖)−𝜆𝐵

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ )

√∑ (𝜆𝐴
𝐿 (𝑥𝑖)−𝜆̅𝐴

𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅ )
2

𝑛

𝑖=1

(𝜆𝐴
𝑈(𝑥𝑖)−𝜆𝐴

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ )
2

.∑ (𝜆𝐵
𝐿 (𝑥𝑖)−𝜆𝐵

𝐿 (𝑥)̅̅ ̅̅ ̅̅ ̅̅ )
2

𝑛

𝑖=1

(𝜆𝐵
𝑈(𝑥𝑖)−𝜆𝐵

𝑈(𝑥)̅̅ ̅̅ ̅̅ ̅̅ )
2

 (17) 

 

Example 1. Let us take a universe of discourse X= {x1, 

x2, x3}. Let us take two IVIFSs, A and B, over X as: 
 
𝐴 =

{(𝑥1, [0.2, 0.4], [0.3, 0.5]), (𝑥2, [0.3, 0.4], [0.2, 0.5]), (𝑥3, [0.1, 0.5], [0.2, 0.4])} (18) 
 

And: 
 
 𝐵 =

{{(𝑥1 , [0.1, 0.4], [0.2, 0.4]), (𝑥2, [0.2, 0.3], [0.3, 0.4]), (𝑥3, [0.2, 0.6], [0.1, 0.3])} (19) 

 

Then, the correlation coefficient between A and B is 

expressed as: 

 

(𝐴, 𝐵) =

(−0.3−(−0.2667))(0.1−0.2)(−0.3−(−0.2))(0.2−0.1667)+

(−0.2−(−0.2667))(0.2−0.2)(−0.2−(−0.2))(0−0.1667)

+(−0.3+(−0.2667))(0.3−0.2)(0.1−(−0.2))(0.5−0.1667)

√
[
(−0.3−(−0.2667))

2
(0.1−0.2)2+(−0.2+0.2667)2(0.2−0.2)2

+(−0.3+0.2667)2(0.3−0.2)2
]

[
(−0.3+0.2)2(0.2−0.1667)2+(−0.2+0.2)2(0−0.1667)2

+(0.1+0.2)2(0.5−0.1667)2 ]

 

=
−0.0001220778

√(0.0000110889+0+0.0000110889)×(0.0000110889+0+0.001110889)
=

−0.0036090604 (20) 

 

Theorem 2. If A = {(𝑥𝑖; 𝜇̅𝐴(𝑥𝑖), 𝜈̅𝐴(𝑥𝑖));  𝑥𝑖𝑋} and 

B = {(𝑥𝑖; 𝜇̅𝐵(𝑥𝑖), 𝜈̅𝐵(𝑥𝑖));  𝑥𝑖𝑋} are two IVIFSs over X, 

then −1 ≤ (𝐴, 𝐵) ≤ 1. 

Definition 2.7 

An n-dimensional vector xi = [xi1, xi2,…xin], xiRn is 

made up of n measured variables for each IoT data 

instance. X= {xi; i=1, 2,…N} represents a set of N data 

instances, which can be expressed by Nn matrix as 

follows: 
 

𝑿 = [

𝒙𝟏𝟏 𝒙𝟏𝟐 … 𝒙𝟏𝒏

𝒙𝟐𝟏 𝒙𝟐𝟐 … 𝒙𝟐𝒏

… … … …
 𝒙𝑵𝟏 𝒙𝑵𝟐   …  𝒙𝑵𝒏

] (21) 

 

The following matrix represents the intuitionistic 

fuzzy clustering, which is the partitioning space of IFS for 

X: 

 

Fifc={[𝝁𝒊𝒋, 𝝂𝒊𝒋]cn; 𝝁𝒊𝒋, 𝝂𝒊𝒋[0, 1],  i, j; ∑ 𝝁𝒊𝒋 = 𝟏𝒄
𝒊=𝟏 , 

∑ 𝝂𝒊𝒋 = 𝟏𝒄
𝒊=𝟏 , 𝟎∑ 𝝁𝒊𝒋 , ∑ 𝝂𝒊𝒋

𝒏
𝒋=𝟏 𝑵𝒏

𝒋=𝟏   i} (22) 

Where, 𝝁𝒊𝒋, 𝝂𝒊𝒋, the j-th column of Fifc, provides the 

membership and non-membership values of the i-th 

cluster. 

Methods 

In this section, the two algorithms, namely, the IFCM 

clustering algorithm and IVIFCM clustering algorithm, 

are proposed. 

IFCM Clustering Algorithm 

We formulate our IFCM for IFSs using the correlation 

coefficient instead of the distance norm (the definition of 

the correlation coefficient is given in Section 2). One can 

formulate IFCM’s objective function in the following 

manner: 
 
𝑱(𝑿; 𝑭, 𝑽) = ∑ ∑ (𝝁𝒊𝒋)𝒎𝝆(𝒙𝒋, 𝒗𝒊)𝟐𝑵

𝒋=𝟏
𝒄
𝒊=𝟏   (23) 

 

Where FFifc and V = [v1, v2,…vc], viRn cluster’s 

mean vector must be evaluated. 

𝑫𝒊𝒋
𝟐 = 𝝆(𝒙𝒋, 𝒗𝒊)

𝟐 represents the squared correlation 

coefficient, and m[1, ] denotes the fuzziness parameter 

of the resulting cluster. 

By solving the optimization problem (24) using 
Picard’s iterative approach, the first-order stationary 

points conditions are obtained that lead to the IFCM 

Algorithm Xu and Wu (2010). 

By introducing constraints to J with Lagrange's 

multipliers, the stationary points of (24) can be found: 
 
𝐽(𝑋; 𝐹, 𝑉, 𝜆) = ∑ ∑ (𝜇𝑖𝑗)𝑚𝐷𝑖𝑗

2 + ∑ 𝜆𝑗 [∑ 𝜇𝑖𝑗 − 1𝑐
𝑖=1 ]𝑁

𝑗=1
𝑁
𝑗=1

𝑐
𝑖=1  (24) 

 
By equating to 0, the partial derivatives of J with 

respect to F, V, and , and using the conditions if 𝑫𝒊𝒋
𝟐 > 𝟎 

 i, j, and m1, then (𝑭, 𝑽) ∈ 𝑭𝒊𝒇𝒄 × 𝑹𝒄×𝒏 , then we get 

the following: 
 

For 𝟏 ≤ 𝒊 ≤ 𝒄, 𝟏 ≤ 𝒋 ≤ 𝑵, we have 
𝜹𝑱

𝜹𝝁𝒊𝒋
= 𝒎𝝁𝒊𝒋

𝒎−𝟏𝑫𝒊𝒋
𝟐 + 𝝀𝒋 

 

Therefore, 
𝜹𝑱

𝜹𝝁𝒊𝒋
= 𝟎 ⟹ 𝒎𝝁𝒊𝒋

𝒎−𝟏𝑫𝒊𝒋
𝟐 + 𝝀𝒋 = 𝟎 ⟹ 𝝁𝒊𝒋

𝒎−𝟏 =

−
𝝀𝒋

𝒎𝑫𝒊𝒋
𝟐  
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⟹ 𝝁𝒊𝒋
𝒎−𝟏 =

𝒎𝜶𝒋

𝒎𝑫𝒊𝒋
𝟐  , where 𝜶𝒋 = −𝒎𝝀𝒋 (since 𝝀𝒋 < 𝟎 and 𝝁𝒊𝒋 >

𝟎 ∀ 𝒊 = 𝟏, 𝟐, . . , 𝒄, 𝐚𝐧𝐝 𝒋 = 𝟏, 𝟐, … , 𝑵. 
 

⟹ 𝝁𝒊𝒋 = (
𝜶𝒋

𝑫𝒊𝒋
𝟐 )

𝟏
𝒎−𝟏

 

 
Using the above result in ∑ 𝝁𝒊𝒋

𝒄
𝒊=𝟏 = 𝟏, we 

get∑ (
𝜶𝒋

𝑫𝒊𝒋
𝟐 )

𝟏/(𝒎−𝟏)
𝒄
𝒊=𝟏 = 𝟏 

 

⇒ 𝜶𝒋
𝟏/(𝒎−𝟏) ∑ (

𝟏

𝑫𝒊𝒋
𝟐 )

𝟏/(𝒎−𝟏)
𝒄
𝒊=𝟏 = 𝟏  

 

⇒ 𝜶
𝒋

𝟏
𝒎−𝟏 =

𝟏

∑ (
𝟏

𝑫𝒊𝒋
)

𝟐
𝒎−𝟏𝒄

𝒊=𝟏

 

 

Therefore, 𝝁𝒊𝒋 = (
𝜶𝒋

𝑫𝒊𝒋
𝟐 )

𝟏/(𝒎−𝟏)

=
(𝜶𝒋)𝟏/(𝒎−𝟏)

(𝑫𝒊𝒋
𝟐 )𝟏/(𝒎−𝟏) =

𝟏

∑ (
𝟏

𝑫𝒊𝒋
)

𝟐/(𝒎−𝟏)
𝒄
𝒊=𝟏

(𝑫𝒊𝒋
𝟐 )𝟏/(𝒎−𝟏) =

𝟏

∑ (
𝑫𝒊𝒋

𝑫𝒓𝒋
)

𝟐/(𝒎−𝟏)
𝒄
𝒓=𝟏

  is one of the conditions of 

optimization of (24). Similarly, other conditions can be 

obtained by differentiating J partially with respect to V 
and equating it to 0.  

Hence, J will be minimized only if: 

 

𝝁𝒊𝒋 =
𝟏

∑ (𝑫𝒊𝒋/𝑫𝒓𝒋
)

𝟐/(𝒎−𝟏)
𝒄
𝒓=𝟏

,1≤ i ≤ c, 1 ≤ j ≤ N  (26) 

 
And: 

 

𝒗𝒊 =
∑ (𝝁𝒊𝒋)𝒎𝒙𝒋

𝑵
𝒋=𝟏

∑ (𝝁𝒊𝒋)𝒎𝑵
𝒋=𝟏

, 1≤ i ≤ c (27) 

 

The first-order necessary conditions for the existence 
of stationary points of the objective function (24) are 

represented by Equations (26) and (27) subject to the 

constraint (23). 
 

Algorithm 1: IFCM 

For dataset X, select c clusters (1 c  N), a fuzziness 

parameter m  1, a convergence threshold   0, 𝑫𝒊𝒋 =
𝝆(𝒙𝒋,  𝒗𝒊)  is the correlation coefficient between data 

instance xj and cluster–mean vi, where vi  Rn
, (1 ≤ i ≤ c), 

𝝁𝒊𝒋 is the membership value of j-th data instance to the i-

th cluster-mean vi, F=(𝝁𝒊𝒋)𝒄×𝑵 and V= [v1, v2, …vc] is a 

matrix of cn.         

Initialize cluster-means V=V(0) and F(0)  

for each k =1, 2,….. 

Step 1 compute cluster mean 𝒗𝒊
(𝒌)

=
∑ (𝝁𝒊𝒋

(𝒌−𝟏)
)

𝒎
𝒙𝒋

𝑵
𝒋=𝟏

∑ (𝝁𝒊𝒋
(𝒌−𝟏)

)
𝒎

𝑵
𝒋=𝟏

, i=1, 

2,..c 

Step 2 compute  𝑫𝒊𝒋
(𝒌) = 𝝆(𝒙𝒋, 𝒗𝒊

(𝒌)
), i=1, 2,..c, j=1, 

2,…N  

if  j, p, 𝑫𝒊𝒋
(𝒌) 0 

       𝝁𝒊𝒋
(𝒌)

=
𝟏

∑ (
𝑫𝒊𝒋

(𝒌)

𝑫𝒑𝒋
(𝒌)

)

𝟐/(𝒎−𝟏)

𝒄
𝒓=𝟏

, 1< i < c, 1 < j < N 

 else if  j, p such that 𝑫𝒑𝒋
(𝒌)

= 0 then let 𝝁𝒑𝒋
(𝒌)

= 𝟏 and 

𝝁𝒊𝒋
(𝒌)

= 𝟎 for i  p 

Step 3 compute F(k)= (𝝁𝒊𝒋
(𝒌))𝒄×𝑵 

Step 4 compute 𝑽(𝒌+𝟏) = [𝒗𝟏
(𝒌+𝟏)

, 𝒗𝟐
(𝒌+𝟏)

, … 𝒗𝒄
(𝒌+𝟏)

] where 

𝒗𝒊
(𝒌+𝟏)

=
∑ (𝝁𝒊𝒋

(𝒌)
)

𝒎
𝒙𝒋

𝑵
𝒋=𝟏

∑ (𝝁𝒊𝒋
(𝒌)

)
𝒎

𝑵
𝒋=𝟏

, i=1, 2,..c 

Step 5 if V(k)-V(k+1)  , then go to step6  

 else let k:=k+1, go to step1.  

Step 6 End. 

 

In this context, each cluster belonging to the output set 

is represented by an IFS comprising IoT data. Any IoT 

data instance belonging to a cluster can have any of the 

following options: Both membership and non-

membership values can be high or low simultaneously, or 

membership value high and non-membership value low or 

vice-versa. A data instance belonging to all the clusters 

with minimum membership value and maximum non-

membership value, or minimum membership and non-
membership value, can be viewed as an anomaly. The 

IFCM’s flowchart is shown in Figure 1. 
 

 
 
Fig. 1: Flowchart of the IFCM algorithm 
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IVIFCM Clustering Algorithm 

We formulate our IVIFCM clustering algorithm for 
the IVIFSs in a similar fashion. The distance function is 

represented by Equation (18). The objective function for 

IVIFCM can be expressed as: 
 
Minimize 𝑱(𝑿; 𝑭, 𝑽) = ∑ ∑ (𝝁𝒊𝒋)𝒎𝝆(𝑿𝒋, 𝒗𝒊)𝟐𝑵

𝒋=𝟏
𝒄
𝒊=𝟏  (28) 

 

Where 𝑿= {𝑿𝟏, 𝑿𝟐,…. 𝑿𝑵} are N IVIFSs, each of 

which has N elements {x1, x2,… xN}, and the number of 

clusters is c (1 < c < N), and V = [v1, v2,…vc], viRn is the 

cluster prototype-vector of IVIFSs. The m > 1 is the 

fuzziness parameter, 𝝁𝒊𝒋 is the membership value of the j-

th data instance 𝑿𝒋 to the i-th cluster, and F={𝝁𝒊𝒋}cN. For 

finding the stationary points of (28), the Lagrange 

multiplier is employed in (28). Let: 
 
𝑱/ = ∑ ∑ (𝝁𝒊𝒋)𝒎𝑫𝒊𝒋

𝟐 − ∑ 𝝀𝒋[∑ 𝝁𝒊𝒋 − 𝟏𝒄
𝒊=𝟏 ]𝑵

𝒋=𝟏
𝑵
𝒋=𝟏

𝒄
𝒊=𝟏   (29) 

 

Where 𝑫𝒊𝒋
𝟐 = 𝝆(𝑿𝒋,  𝒗𝒊)

𝟐, which is expressed in (18). 

By equating to 0, the partial derivatives of J/ with 

respect to F and j, we obtain the following minimization 

conditions: 
 

𝝁𝒊𝒋 =
𝟏

∑ (𝑫𝒊𝒋/𝑫𝒓𝒋
)

𝟐/(𝒎−𝟏)
𝒄
𝒓=𝟏

,1≤ i ≤ c, 1 ≤ j ≤ N  (30) 

 
𝒗𝒊 = 𝒇(𝒁) =

{(𝒙𝒍 , [∑ 𝝁
𝑿𝒋

𝑳 (𝒙𝒍)
𝑵
𝒋=𝟏 , ∑ 𝝁

𝑿𝒋

𝑼 (𝒙𝒍)
𝑵
𝒋=𝟏 ] , [∑ 𝝊

𝑿𝒋

𝑳 (𝒙𝒍)
𝑵
𝒋=𝟏 , ∑ 𝝊

𝑿𝒋

𝑼 (𝒙𝒍)
𝑵𝟖
𝒋=𝟏 ]) , 𝟏 <

𝒍 < 𝒏}, 1≤ i ≤ c. (31) 
 

Algorithm 2: IVIFCM 

Initialize cluster-means V=V(0) let k = 0 and set   0    

for each k =1, 2,….. 

Step 1 compute F(k)= (𝝁𝒊𝒋
(𝒌)

)𝒄×𝑵, where 

(a) If  j, r, 𝝆(𝑿𝒋, 𝒗𝒊
(𝒌)

) > 𝟎, then 

𝝁𝒊𝒋
(𝒌)

=
𝟏

∑ (
𝝆(𝑿𝒋,𝒗

𝒊
(𝒌)

)

𝝆(𝑿𝒋,𝒗𝒓
(𝒌)

)
)

𝟐/(𝒎−𝟏)

𝒄
𝒓=𝟏

, 1< i < c, 1 < j < N 

(b) If  j, r such that 𝝆(𝑿𝒋, 𝒗𝒓
(𝒌)

)= 0 then let 𝝁𝒓𝒋
(𝒌)

= 𝟏 and 

𝝁𝒊𝒋
(𝒌)

= 𝟎 for i  r 

Step 2 compute 𝑽(𝒌+𝟏) = [𝒗𝟏
(𝒌+𝟏)

, 𝒗𝟐
(𝒌+𝟏)

, … 𝒗𝒄
(𝒌+𝟏)

] where 

𝒗𝒊
(𝒌+𝟏)

i=1, 2,..c, computed using (31) 

Step 3 if V(k)-V(k+1)  , then go to step4  

else let k:=k+1, go to step1.  

Step 4 End. 
 

Here, each cluster belonging to the output set is 
represented by an IVIFS comprising IoT data instances. 

So, the algorithm presents the output clusters in the most 

generalized manner, i.e., IVIFSs. The IVIFCM’s 

flowchart is depicted in Fig. 2. 

 
 
Fig. 2: Flowchart of the IVIFCM algorithm 
 
Complexity Analysis 

Since the IFCM clustering algorithm is not dependent on 

any of the given parameters, it takes O (1) time to compute 

both membership and non-membership values. Also, the 

computation of correlation coefficients takes constant time. 

Such computations do not contribute any extra costs. 

Therefore, the algorithms IFCM and FCM are 

computationally compatible. Thus, the worst-case 
computational cost of IFCM is found to be O (i.c2.N.n), 

where i, c, N, n are the number of iterations, number of 

clusters, number of IoT data instances, and dimension of the 

dataset, respectively. Obviously, I = O (N), c being small, can 

be neglected, and n <=N. Similarly, the IVIFCM clustering 

algorithm is not dependent on any of the given parameters 

and takes O (1) time to compute both membership and non-

membership intervals. It also takes constant time to compute 

correlation coefficients. So these factors do not include any 

extra costs to the algorithm. Therefore, the computational 

cost in the worst-case of IVIFCM is also O (i.c2.N.n). Using 
the similar conditions of IFCM, it can be found that the 

IVIFCM’s computational cost in the worst-case is O (N2.n), 

which in turn demonstrates that both the proposed algorithms 

exhibit quadratic time and linear time complexity with 

respect to the size and dimensionality of the dataset, 

respectively. 

Experimental Findings and Discussion 

Experimental Findings 

To evaluate the performance of the two approaches, 

the following benchmark datasets are considered. 
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KDDCup’99 datasets (UCI, 1999): This is a 

multivariate dataset representing intrusion scenarios in the 

military network, collected over 9 weeks, having 

4,898,431 instances and 41 attributes. 

Smartphone dataset (Irfan et al., 2018): It is a time-
series dataset collected from smartphone sensors. It 

consists of 14,221 data instances. 

Both the aforementioned datasets were acquired from 

the UCI machine learning repository, and the features are 

listed in detail in Table 1. 

The proposed methods, together with the FCM 

algorithm, were executed using MATLAB on the 

aforementioned datasets using a standard computing 

environment. The obtained results are illustrated 

graphically in Figures 3-11. 

Figure 3 depicts the rates of anomaly detections of the 

methods, namely, k-means, FCM, IFCM, and IVIFCM, 
using a bar diagram from which comparative analysis can 

be made easily. 

Figure 4 describes the accuracy of the anomaly 

detections of the aforesaid algorithms using the datasets 

KDDCup'99 (UCI, 1999) and Smartphone (Irfan et al., 

2018). This can be effectively used for comparing the 

performances of the algorithms based on accuracy. 

 
Table 1: Dataset characteristics 

Dataset Dataset charc Attribute charc No. of instances No. of attributes 

KDDCup’99 (UCI, 1999) Multivariate Numeric, categorical, temporal 4,898,432 41 

Smartphone (Irfan et al., 2018) Multivariatr Numeric, time-series 14,221 15 

 

 
 
Fig. 3: Comparison of the algorithms based on detection rates 
 

 
 
Fig. 4: Comparison of the algorithms based on the accuracy of 

detection 

Figure 5 illustrates the obtained False alarm rates on 

KDDCup’99 (UCI, 1999) and Smartphone (Irfan et al., 

2018). This can easily be used for analysis of comparative 

performances of the approaches based on False alarm rates. 
 

 
 
Fig. 5: Comparison of the algorithms based on false alarm rates 
 

Figure 6 presents the algorithm’s Denial of service 

rates on KDDCup’99 (UCI, 1999) and Smartphone (Irfan 

et al., 2018). This facilitates the analysis of comparative 

performances of the algorithms based on Denial of service 

rates. 

Figure 7 gives the User to root percentage of the 
algorithms on KDDCup’99 (UCI, 1999) and Smartphone 

(Irfan et al., 2018) this provides an easy analysis of 

comparative performances of the algorithms based on the 

User to root. 

Figure 8 illustrates the obtained Probe percentage on 

KDDCup’99 (UCI, 1999) and Smartphone (Irfan et al., 

2018). This can easily be utilized for the analysis of 

comparative performances of the algorithms based on the 

Probe percentage. 
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Fig. 6: Comparison of algorithms based on Denial of service 
 

 
 
Fig. 7: Comparison of algorithms based on User to root 

 

 
 
Fig. 8: Comparisons of the Probe with the two datasets 

 

Figure 9 gives the precision percentages of the 

algorithms on KDDCup’99 (UCI, 1999) and Smartphone 

(Irfan et al., 2018). This can easily be used for 

comparative analysis of performances based on precision. 

 
 
Fig. 9: Comparison based on precision 

 

Figure 10 gives the Recall percentages of the 

algorithms on KDDCup’99 (UCI, 1999) and Smartphone 

(Irfan et al., 2018). This can easily be used for the analysis 
of the comparative performances of the algorithms based 

on Recall. 

 

 
 
Fig. 10: Comparison based on Recalls 

 

Figure 11 gives the F-scores of the approaches on 

KDDCup’99 (UCI, 1999) and Smartphone (Irfan et al., 
2018). This can easily be used for the assessment of the 

comparative performances based on the F-score. 

Likewise, the execution times of IFCM and IVIFCM 

in terms of size and dimensionality of the datasets are 

illustrated in Figures 12 and 13. 

Discussion 

From the findings of the proposed algorithms, the 

following observations can be made. 
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Fig. 11: Comparison based on F-scores 

 

 
 
Fig. 12: Execution time of the proposed algorithms with 

KDDCup’99 

 

 
 
Fig. 13: Execution time of the proposed algorithms with the 

Smartphone dataset 

 

For both the datasets KDDCup'99 (UCI, 1999) and 

Smartphone (Irfan et al., 2018), the detection rates of the 

proposed algorithms are much higher than those of k-

means and FCM. However, the rate of detection of 

IVIFCM is slightly higher than that of IFCM. So, the 

detection rates of the proposed algorithms (82.01, 83, 

83.9, and 84.09%) do not vary so much. In fact, the IVIFC 
is more efficient than the others as far as the detection rate 

is concerned. 

Similarly, the rates of accuracy of the proposed 

algorithms are much higher for both the datasets 

KDDCup'99 (82.01 and 82.9%) and Smartphone (82.7 

and 83.6%) than those of k-means and FCM; however, 

both algorithms’ accuracy rates are almost the same, and 

the IVIFCM‘s rate is slightly better than IFCM. 

Again, the false alarm rates of both the proposed 

approaches are significantly lower than that of k-means 

and FCM for both the datasets, KDDCup'99 (UCI, 1999), 

and Smartphone (Irfan et al., 2018), and the IVIFCM’s 

false alarm rate is the lowest. 

Similarly, in the case of the attack parameters, Denial 

of service, User to root, and Probe, the performances of 

the introduced approaches exhibit superior performance 

than the others. Also, in the case of the other evaluation 

metrics, the methods outperform the conventional 

methods. 

Anomaly detection rates and accuracy improve 

gradually from k-means  FCM  IFCM IVIFCM 

across the datasets KDDCup’99 (UCI, 1999) and 

Smartphone (Irfan et al., 2018). IVIFCM consistently has 

higher performance, indicating that it is more effective 

than others. Smartphone (Irfan et al., 2018) yields better 

performance. IVIFCM has the lowest False alarm rates, 

suggesting its better reliability than others. For both 

datasets, IVIFCM and IFCM significantly outperform k-

means and FCM in all the performance metrics across 

both datasets. The comparative analysis of the above four 

algorithms can be presented in Table 2.  

 
Table 2: Comparative analysis of performance metrics 

Performance metric Best algorithm Worse algorithm 

Detection rate IVIFCM and 
IFCM 

k-means 
algorithm 

Accuracy rate IVIFCM k-means 
algorithm 

False alarm rate IVIFCM FCM algorithm 
Denial of services 
rate 

IVIFCM and 
IFCM 

k-means 
algorithm 

User to root rate IVIFCM and 

IFCM 

k-means and 

FCM algorithms 
Probe rate IVIFCM and 

IFCM 
k-means 
algorithm 

Precision IVIFCM and 
IFCM 

k-means 
algorithm 

Recall IVIFCM and 
IFCM 

k-means 
algorithm 

F-score IVIFCM and 

IFCM 

k-means 

algorithm 
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Both IFCM and IVIFCM show a non-linear increase 
in execution with respect to the dataset sizes, and the 
former is slightly slower than the latter. IVIFCM offers a 
superior performance across all the performance metrics 
and datasets, KDDCup’99 (UCI, 1999) and Smartphone 
(Irfan et al., 2018), making it practically an upgrade over 
IFCM and others. 

Conclusion 

This work introduces a fuzzy clustering algorithm for 

anomaly detection within the IoT environment. The 

proposed algorithms are the IFCM and IVIFCM 

algorithms. Both algorithms have used the correlation 

coefficient of IFSs instead of a distance measure to 

determine clusters. The proposed algorithms generate a 
specified number of clusters, where each IoT instance 

belongs to every cluster and is associated with a 

membership value and a non-membership value, whose 

sum lies in [0, 1]. An IoT instance that does not belong to 

any cluster, or belongs to all clusters with minimal 

membership values, or exhibits both minimal membership 

and non-membership values across all clusters, can be 

labelled as an anomaly. The algorithm's efficacies were 

demonstrated by the experimental studies with the 

datasets KDDCup'99 (UCI, 1999) and Smartphone (Irfan 

et al., 2018), and comparative analysis with k-means and 
FCM. The findings evidently demonstrate that the 

algorithms IFCM and IVIFCM outperform the k-means 

and FCM algorithms in all the parameters. Furthermore, 

IVIFCM is the most efficient one. 

The run-time complexity of both IFCM and IVIFCM 

depends on the dimensionality and the size of the datasets, 

and their computational complexity is quadratic in the 

dataset size and linear in the dimensionality. As the 

dimension of any dataset is significantly smaller than its 

size, the computational complexities of both the IFCM 

and IVIFCM are assumed to be quadratic. Therefore, both 
the IFCM and IVIFCM demonstrate efficacy in IoT 

anomaly detection. 

Limitations and Lines for Future Work 

Even though the IFCM and IVIFCM are quite 

efficient, they still have several shortcomings. Firstly, like 

many other partitioning-based approaches, IFCM and 

IVIFCM are sensitive to the initialization of the cluster 

centroid. Secondly, they struggle to address the curse of 

high dimensionality, which makes them less efficient in 

high-dimensional data. Finally, the optimal solution may not 

be reached, as the methods may be stuck at local minima.  

The subsequent points outline the possible future 

direction of work: 

 

 In the subsequent research, algorithms may be proposed 

to deal with high dimensionality in the IoT environment 

 In future works, supervised and hybrid approaches 

can be explored for similar problems 

 In future studies, a more generalized approach, like 

the picture fuzzy or bipolar fuzzy clustering 
approach, can be proposed for IoT anomaly detection 
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